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White Paper:  

Enterprise Resilience vs Traditional Governance 
A brief ing for:  Risk Directors, Chief Executive Officers [CEO],  

Chief Risk Officers [CRO] & Chief Operating Officers [COO] 
Based on the forthcoming book  
Enterprise Resilience vs. Traditional Governance:  
A new operating doctrine for asset-intensive organisations. 

Executive summary 
Asset-intensive organisations now operate in systems where physical assets, digital platforms, 

contracts, regulations and communities interact continuously rather than through isolated risk 

categories. In that environment, traditional governance can create a strong appearance of control on 

paper while leaving Boards and executives exposed when disruption reveals that accountability was 

never anchored where risk actually materialises; at the asset and across the systems that connect it. 

This white paper distils the core argument of Enterprise Resilience vs. Traditional Governance – A new 

operating doctrine for asset-intensive organisations into a practical briefing for Board directors, CEOs, 

CROs, COOs.  It explains why mature frameworks still fail under stress, how enterprise resilience 

reframes governance around asset-level accountability and what this means for financial performance 

and oversight. 

The central proposition is straightforward: 

• Risk converges at the asset. 

• Failure propagates across systems. 

• Accountability is often fragmented. 

• Governance therefore fails. 

Enterprise resilience offers an alternative.  It is not an additional framework, but a way of defining and 

operationalising accountability so that control exists where performance is realised, supported by 

evidence of how assets and services behave under real conditions. 
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Where governance actually fails 
Across infrastructure, energy, transport and critical services, governance does not generally fail 

because policies, risk frameworks or contracts are missing.  It fails because accountability is not 

anchored at the point where risk converges; where operational systems, cyber infrastructure, 

contractual obligations, regulatory duties and supply chains intersect in real time. 

Boards approve policies and risk appetites, regulators tighten expectations and require more detailed 

reporting and contracts allocate responsibility between sponsors, operators and suppliers. Under 

stable conditions, these arrangements create a convincing appearance of control: reports remain 

green, compliance reviews are completed and capital is deployed. 

Under stress, a different picture emerges. 

• Decision-making slows because multiple functions must 

agree on actions. 

• Responsibility is contested because no single party owns 

the outcome for a specific asset or service. 

• Recovery is delayed because dependencies and trade-offs 

were not understood in advance. 

Post-incident reviews routinely conclude that governance was “in 

place” and that risks had been “identified”.  Yet the organisation 

still could not maintain critical operations or recover within 

acceptable time and cost.  Regulators, investors and communities increasingly treat these situations 

as evidence that governance did not operate where it mattered, regardless of how complete the 

frameworks appeared. 

From risk categories to conditions of failure 
Most organisations still manage risk through domains: cyber, corporate, operational, safety, 

compliance, ESG, finance and supply chain.  Each domain has its own owners, frameworks and 

reporting, which can be effective for specific issues but often misses how risks behave in combination 

at the level of assets and systems. 

In practice, incidents rarely remain within a single domain. 

• A cyber intrusion becomes an operational shutdown because the organisation cannot trust its 

control systems, data or processes. 

• A supplier failure becomes a regulatory breach because service levels are not maintained. 

• A community dispute becomes a financial and strategic issue as projects are delayed, costs 

increase and options narrow. 

These are not separate events. They are different expressions of the same underlying phenomenon: 

risk convergence at the asset and service level. 

The book reframes this as a shift from categories of risk to conditions of failure.  Instead of focusing 

on whether cyber, operational or ESG risks have been “covered”, it asks: under what combinations of 

events, dependencies and behaviours will this substation, corridor, hospital campus, data platform or 

service fail and what will that mean for customers, regulators and the balance sheet? 
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This framing matters for Boards and executives because it exposes where governance is currently 

blind, links risk directly to asset performance and enterprise value and provides a concrete basis for 

accountability and testing. 

Risk convergence and failure propagation 

Risk convergence at the asset 
The book describes the asset as the unit where risk actually materialises.  A critical asset here is not 

only physical equipment but any combination of physical infrastructure, digital systems, processes 

and obligations that must perform together to deliver an important service. 

At this level, different risk domains interact in ways that cannot be managed effectively from separate 

silos, including operational performance, cyber and data integrity, regulatory and licence conditions, 

supplier reliability, platform dependencies, financial exposure and social licence. 

Convergence is not a rare edge case; it is increasingly the normal operating condition of cyber-

physical and digital twin systems and shared platforms.  When a failure occurs, it is usually the 

combined effect of technical, operational, contractual and organisational factors, not a single root 

cause in one domain. 

Failure propagation across ecosystems 
Convergence explains where failure originates; propagation explains how it spreads.  Modern assets 

are embedded in networks of other assets, organisations and 

regulators, often mediated through shared digital platforms and 

contractual arrangements. 

The book shows how local failures, a timetable change, platform 

outage, vendor failure or control system issue can quickly 

propagate across an ecosystem when dependencies are tightly 

coupled, responsibilities are fragmented and there is no single 

entity with authority to manage system-level performance. 

For Boards, the key insight is that governance must extend beyond 

the corporate boundary.  Contracts and service levels remain 

important, but they are not enough when no one can see or govern the dependency chain that links a 

critical asset to the upstream and downstream systems that determine its ability to perform under 

stress. 

 

Accountability as the mechanism of control 
The book’s practical answer to these structural failures is accountability.  Not accountability as a list of 

responsibilities in policies or contracts, but accountability as a mechanism that operates at the level 

where performance is realised and failure occurs. 

The argument unfolds in three steps. 

1. From allocation to execution. Allocating responsibility by function or risk type is necessary but not 

sufficient.  It does not ensure that anyone owns the combined performance of an asset or service 

across domains. 
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2. From shared responsibility to clear ownership. Shared accountability often leads to diluted 

responsibility at precisely the points where decisions matter most. 

3. From organisational charts to asset ownership. Accountability must be defined in relation to 

outcomes for specific assets and services, not only in relation to roles or business units. 

This leads to a simple but demanding principle: if failure occurs at the asset, accountability must 

reside at the asset. 

In practice, this means explicitly defining critical assets and services, 

including digital and cyber-physical assets and assigning named owners 

who are accountable for their performance, resilience and recoverability 

across operational, cyber, regulatory, supplier and financial dimensions. 

The book develops this into the concept of a single thread of accountability 

/ ownership and an accountability chain that links Board intent, executive 

responsibility, asset ownership and operational action.  This structure 

allows organisations to trace how a Board decision translates into 

conditions on the ground, and how evidence of performance flows back up 

for oversight. 

 

The operating model of enterprise resilience 
Once accountability is anchored at the asset, organisations need an operating model that makes that 

accountability meaningful.  Section 4 of the book describes five interlocking elements. 

1. Defining resilience as performance. Resilience is defined as the ability to maintain and recover 

critical services within specified impact tolerances, rather than as a set of controls or projects. 

2. The role of evidence. Boards and executives require evidence of how assets and services 

perform under normal and stressed conditions, not only aggregated indicators or maturity 

scores. 

3. Integrated decision-making. Decision rights and forums must allow cyber, operational, 

financial, legal, ESG and supplier perspectives to be reconciled at the asset level, not traded 

off in isolation. 

4. Continuous assurance. Monitoring and testing are designed to verify, on an ongoing basis, 

that controls and operating practices are effective for real assets in real conditions. 

5. Designing for failure. Organisations plan and engineer for degraded modes, safe failure 

conditions and recovery paths, using scenarios and fact-based simulations to expose 

weaknesses before events occur. 

Digital and cyber-physical assets, including sensors, logs, digital twins and platforms are important in 

this operating model because they generate the data and models that underpin evidence and 

decision-making.  But technology does not replace governance; it enables accountable owners to see, 

predict, test and explain how their assets behave. 
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Financial, strategic and Board implications 
Section 5 of the book connects this operating doctrine to financial performance, strategy and Board 

oversight.  It highlights several implications that matter directly to directors, CROs and COOs. 

• Governance failure has direct financial consequences. Disruption, delays and disputes 

translate into lost revenue, higher operating costs, write-downs and increased cost of capital. 

• Resilience is now a strategic differentiator. Organisations that can demonstrate credible 

control at the asset and system level are better placed in regulatory negotiations, community 

engagement and crisis competition. 

• Capital markets are paying attention. Lenders, insurers and rating agencies increasingly treat 

operational and cyber resilience as financially material, influencing premiums, covenants and 

access to funding. 

• Data and platform dependencies are themselves governance issues. Boards must understand 

how concentration in key platforms and service providers affects resilience and what 

evidence exists that these dependencies are governed, not assumed. 

A Return on Investment [ROI] Explainer complements this by showing how resilience investments can 

be evaluated using standard financial constructs such as annual loss expectancy, downtime cost and 

return on security or resilience investment.  This allows Boards, CEOs and CFOs to compare resilience 

spend with other capital allocation decisions on a like-for-like basis. 

Practical steps for Boards, CEOs CROs and COOs 
The book closes with a pragmatic message: the shift to enterprise resilience does not require 

immediate, enterprise-wide transformation.  It can begin with focused work on a small number of 

critical assets or services where governance gaps are most visible and value at risk is highest. 

Five immediate actions stand out for Board directors, CEOs Chief Risk Officers and Chief Operating 

Officers. 

1. Name the critical assets and services. Ensure there is a shared list of the assets, services and 

platforms that matter most for revenue, safety, regulatory obligations and social licence. 

2. Clarify ownership. Assign single-thread ownership for each of these assets or services, with 

clear decision rights and escalation paths. 

3. Map convergence and dependencies. Understand where risk domains intersect at each asset 

and which external providers, platforms and regulators are critical to performance. 

4. Demand evidence. Ask for asset-level evidence of performance and recoverability, including 

how it is generated through monitoring, testing, digital twins and exercises. 

5. Test realistic scenarios. Run cross-functional exercises that simulate converged risks and 

ecosystem-wide propagation, then use the findings to refine accountability, operating model 

and investment priorities. 

These steps create both insight and momentum.  They allow organisations to move from governance 

that looks effective in reports to governance that actually delivers control where it matters at the 

asset, across systems and under stress. 



Enterprise Resilience vs. Traditional Governance:  

A new operating doctrine for asset-intensive organisations 

 

GeoDataDecisions Pty Ltd WHITE PAPER – Forthcoming Book 

care@geodatadecisions.au  5/04/2026 

© 2026 G E Kleppe. Licensed under CC BY-NC-SA 4.0. 

P
a
g
e
 6

 

Conclusion 
Enterprise resilience reframes governance for a world where risk converges at the asset, failure 

propagates across systems and stakeholders expect visible, evidenced control.  It does not discard 

existing frameworks, but it relocates their centre of gravity to the places where performance is 

determined. 

For Board / Risk directors, CEOs CROs and COOs, the choice is increasingly stark.  Organisations can 

continue to rely on governance structures that are only loosely connected to the behaviour of critical 

assets and systems, or they can adopt an operating doctrine that anchors accountability at the asset, 

connects it across the organisation and supports it with evidence that stands up under regulatory, 

financial and public scrutiny. 

The organisations that embrace this shift will not only reduce disruption and protect balance sheets; 

they will also strengthen trust, improve access to capital and position themselves as stewards of the 

critical systems on which economies and communities depend. 

End. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Disclaimer 

This White Paper has been prepared by G E Kleppe, GDD P/L for general information and professional discussion purposes only. While care has been taken to 

ensure the accuracy and reliability of the information at the time of publication, G E Kleppe & GDD P/L makes no representations or warranties, express or 

implied, as to the completeness, accuracy or suitability of the content for any particular purpose. 

The analysis and opinions expressed reflect G E Kleppe & GDD P/L interpretation of current information and good industry practice. They are not intended to 

constitute professional or legal advice, nor should they be relied upon as such. Readers should obtain independent advice before making decisions based on this 

material. 
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