SighberBank Administration Guide

[image: A person sitting at a machine

Description automatically generated]
Logging into the Remote Access System (Citrix MetaFrame)
This guide explains how to access and operate the SighberBank remote access system through Citrix MetaFrame. Please follow the steps carefully.

Step 1: Accessing the Citrix MetaFrame Login Page
Open your web browser (Internet Explorer recommended).
Navigate to the Citrix MetaFrame login page: 
URL: http://remote.sighberbank.com

Step 2: Logging In
1. Enter your credentials on the Citrix MetaFrame login screen:
· Username: Provided by your administrator.
· Password: Must be at least 6 characters long.
2. Click on the Login button to proceed.
3. The system allows 10 login attempts before locking your account. If you are locked out, contact your administrator for assistance – sysprog@sighberbank.com.  Please provide your name and email address so we can verify it is you.

Step 3: Accessing the Windows XP Desktop
1. Upon successful login, you will be presented with a Windows XP virtual desktop.
2. From here, you can access other systems within the network.
3. You can download files through the Squid Proxy Server: 
· Proxy Host: squid1
· Proxy Password: proxy1
4. Before downloading any files, ensure that AVG Anti-Virus is switched off.
Step 4: Logging into Backend Systems
Option 1: Mainframe Access
1. Click on the Mainframe Access icon on the desktop.
2. Single Sign-On (SSO) will automatically log you in.
3. If SSO fails, use the following credentials: 
· Username: admin
· Password: Password1
Mainframe Technologies Available:
· DB2: Database management system.
· ISPF: Interactive System Productivity Facility for managing datasets and jobs.
· RACF: Resource Access Control Facility for user and resource security.
· z/OS 1.13: Operating system for mainframe environments.
Submitting Jobs through JCL:
You can submit jobs on the mainframe using the IBMUSER account with SURROGAT access. Below is an example of JCL code for submitting a job:
//HLQJOB1 JOB (ACCT),'JOB TITLE',CLASS=A,MSGCLASS=X
//STEP1    EXEC PGM=IEFBR14
//SYSPRINT DD SYSOUT=*
//SYSIN    DD DUMMY
Replace HLQ with your high-level qualifier name IBMUSER.
Option 2: Linux System Access
1. Click on the Linux Terminal icon on the desktop.
2. Single Sign-On (SSO) will automatically log you in.
3. If SSO fails, use the following credentials: 
· Username: admin
· Password: Password1

Step 5: Escalating Privileges
For administrative tasks, escalate to root user privileges:
1. Open a terminal (Linux Terminal or Mainframe interface).
2. Execute the following command:
3. su -
4. When prompted for the root password, enter:
· Password: Iamroot1
5. You now have root-level access to perform system administration tasks.

Step 6: Accessing Windows 2008 AD
1. From the Windows XP desktop, access the Windows 2008 Active Directory share.
2. Open the file explorer and enter the shared directory path: 
3. \\win2k8_DC\share
4. The share is configured for EVERYONE access, allowing you to retrieve or upload files as needed.

Important Notes:
· Do not share your login credentials with anyone.
· Ensure that passwords are kept secure and never written down.
· Always log out when you have completed your tasks.
Disclaimer: This document is for training purposes only. Unauthorized access or misuse of any of these systems is strictly prohibited and covered by policies to ensure no-one miscreants cause issue.
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